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Presented By: 

Fidelity National Title

In Conjunction with the 

Fidelity National Title  Insurance School

https://nationalagency.fnf.com/cybersecurity

FNF Resources
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WHAT IS 
PHISHING/
WIRE FRAUD?

REPORT ALL PHISHING EMAILS AND FRAUD ATTEMPTS TO THE FBI at IC3.GOV

Cyber Fraud Terms

• Spear Phishing
o Sent to select users

• Whaling Attack 
o AKA “Man-in-the-email”
o AKA Business Email Compromise (BEC)
o Aimed at 

 high-profile executives
 wire transfer personnel

• Spoofing & Pharming
o Emails that appear legitimate
o Websites that appear legitimate 

Why should you care?

$18.7 BILLION 

In losses over the last 5 years 
($11B during the pandemic).

- IC3.gov
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LET’S BREAK SOME OF THAT DOWN……

• 44% of all internet crimes are Phishing or BEC
• 58% of malware attack victims are small businesses
• 92.4% of malware is delivered via email
• From 2019 to 2021, BEC accounted for $6+ billion in 

reported losses
• From 2019 to 2021, Phishing accounted for $15 

Million in reported losses
• 12K victims of real estate wire fraud in 2021 (down 

from 19K) with $350 Million in losses (up from $213 
million)

67,095
victims

$1.2B 
losses

17,262
victims

$207M 
losses

29,065
victims

$560M 
losses

12,817
victims
$203M 
losses

Victim Stats

Greed
Phishing emails often dangle a financial reward of some 
kind if you click a link or enter your login information.  If 
an email offers you something that seems too good to be 
true, it probably is.

Curiosity
People are naturally curious, and phishers take advantage 
of this by sending emails that promise to show us 
something exciting or forbidden.

Urgency
If an email provides a strict deadline for performing an 
action … be suspicious.  Phishing emails will try to fluster 
recipients by creating a sense of urgency.

Fear
Scaring recipients is a common tactic in phishing emails.  
Emails that threaten you with negative consequences or 
punishment should be treated with suspicion.

Urgency

Fear

Greed

Curiosity
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Two Mistakes

1. Use of unsecured email by at least 
one of the parties in a transaction, 
i.e, buyer, seller, attorney, real 
estate agent(s) and title agency.

2. No phone calls were ever made to 
verify or confirm email requests

Oh brother where art thou?
• Cash deal; the sellers are brother and sister.
• Sister attends closing to receive her proceeds;
• Brother does not and expects a check be mailed
• Post-closing email request to wire funds to brother’s account
• Clerk says no; brother becomes belligerent.
• Agent relents and wires $104,829
• The brother wasn’t the real brother

Dude where’s my house?
• Buyer sold old house in the morning
• Proceeds to be used to purchase in the afternoon.
• Buyer’s counsel had his email spoofed
• “Attorney” sent buyer changed wire instructions
• Buyer provided wire instructions to settlement clerk
• Buyer’s $75,000 down-payment diverted
• Buyer urgently needed the money and let their guard down.

The Attorney’s/Real Estate Agent’s Role

WHAT SHOULD YOU DO?

1. Call,
don’t
email

2. Be
suspicious

3. Confirm
it all

4. Verify
at once

5. Forward,
don’t
reply 
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Review Process for Wires

• Two-factor authentication

o Knowledge factor
o Possession factor
 Tokens

Create a Log

• Parties/Vendors names
• Parties/Vendors phone numbers

o Must be able to receive 
texts

o Number to be used to 
confirm wire instructions

• People don’t typically change 
phone numbers mid transaction
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Use Secure Email

• Avoid free web-based email
o Hotmail.com
o Outlook.com
o Gmail.com
o Yahoo.com
o Aol.com

o If you must use, turn on 
two-factor authentication 
to login

• Corporate email is safer

Get an Agreement

• Buyer and seller agree to:
o Preferred method of communication
o Method of funds transfer
 Check
 Wire
 Sack of cash

• Request for change may indicate fraud

Watch your Closing

• Transaction with large payouts
o Cash out refinance
o sales with large payout

• Carefully examine the payoff
o New scam – forged payoff
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Call and Confirm

• Follow the agreement
o Call approved parties
o Use known phone 

numbers

• For banks & vendors
o Check numbers from prior 

files
o Look online for another 

number

• Call intended recipient to 
confirm receipt

Cyber- Hygiene

• Keep anti-virus up-to-date
• Do not click suspicious links
• Use strong passwords

o Password generator
o Password vault

• Watch for phishing emails 
with embedded links

Slow Down

• Keep calm; stay in control
• Manage expectations

• Rushing is stressful and you 
end up making mistakes
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Report all Phishing email 
and fraud attempts to the 
FBI at IC3.gov

• 24-48 hours to report to have 
maximum success

• Contact your bank immediately
• Contact recipient bank
• Contact FBI – “Activate the Financial 

Fraud Kill Chain”
• Notify the parties

Pay Attention to Detail
COVID-19 Fraudulent Email

nationalagency.fnf.com/cybersecurity
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Don’t be Dave
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